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Abstract 

Smart cities, characterized by interconnected devices and data-driven services, 

are increasingly vulnerable to cyberattacks. This paper proposes a 

comprehensive security framework tailored to address the unique challenges of 

smart city communication networks. We delve into the evolving threat 

landscape, identifying potential vulnerabilities and attack vectors. The 

proposed framework integrates advanced encryption protocols, multi-layered 

intrusion detection systems (IDS), and blockchain technology to ensure data 

integrity and traceability. We discuss implementation challenges, and potential 

solutions, and evaluate the framework's effectiveness through simulations and 

case studies. Our research emphasizes the critical need for continuous 

monitoring, adaptation, and a proactive approach to cybersecurity in the 

dynamic smart city environment. 
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1. Introduction 

Smart cities evolve, integrating advanced technologies to enhance urban living 

and infrastructure management, ensuring the security of these systems 

becomes paramount. The proliferation of Internet of Things (IoT) devices, 

ubiquitous sensors, and extensive data exchanges in smart city environments 

demand robust and resilient communication frameworks. However, smart city 

infrastructure's increasing complexity and interconnectedness also present 

significant security challenges, including data breaches, unauthorized access, 

and cyber-attacks. This paper proposes a secure communication framework for 
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smart city infrastructure that leverages three cutting-edge technologies: 

encryption, intrusion detection systems (IDS), and blockchain technology [1]. 

Encryption ensures that data transmitted across the network remains 

confidential and inaccessible to unauthorized entities, while intrusion detection 

systems monitor and analyze network traffic to identify and mitigate potential 

threats in real time. Blockchain technology, with its decentralized and 

immutable ledger, adds a layer of security by ensuring transparent and 

tamper-proof record-keeping of all transactions and interactions within the 

smart city infrastructure [2]. The integration of these technologies not only 

fortifies the communication framework against diverse security threats but also 

enhances trust among stakeholders, including residents, service providers, and 

municipal authorities. This secure communication framework is designed to be 

scalable and adaptable, accommodating the dynamic and growing needs of 

smart cities while safeguarding against emerging cyber threats. 

2.  Background 

In the burgeoning landscape of smart cities, where interconnectedness and 

data exchange define daily operations, ensuring secure communication is not 

merely a preference but an imperative. Smart city infrastructure, comprising 

vast networks of IoT devices, sensors, and data repositories, forms the 

backbone of urban functionality, influencing everything from transportation to 

energy management.  

In the rapid evolution towards smart cities, where digital connectivity 

intertwines with urban life, ensuring secure communication stands as an 

absolute necessity. Smart city infrastructure relies heavily on interconnected 

systems, spanning from traffic management to energy distribution, all fueled by 

a constant flow of data. This data, often sensitive and personal, fuels decision-

making processes and directs the actions of city services. By implementing 

robust encryption protocols, intrusion detection systems, and blockchain 

technology, smart cities can fortify their digital backbone against potential 

threats. This not only ensures the integrity and confidentiality of data but also 

bolsters the resilience of city systems against cyber-attacks, safeguarding the 

well-being and trust of residents in the digital age. 5G, the fifth-generation 

communication technology, facilitates high-speed data transfer between devices 

and layers in advanced IoT applications, as specified by the 3rd Generation 

Partnership Project (3GPP) cellular networks [3]. As global connectivity 

expands, IoT is evolving into the Internet of Everything (IoE), which links 

devices, people, and processes worldwide. Projections suggest that by 2025, 

there will be 100 billion connected IoT and sensor devices, contributing over 11 
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trillion dollars to the global economy. 

Figure 1 illustrates the IoT offers innovative solutions across various smart city 

domains, addressing human needs and optimizing production efficiency in 

technical, social, and economic aspects. The convergence of IoT and smart 

cities, supported by AIoT and IoT sensor devices, drives advancements in 

urban living standards. This figure illustrates the integration of IoT and smart 

city technologies, highlighting the role of AIoT (Artificial Intelligence of Things) 

and various IoT sensor devices. It depicts how these technologies work together 

to monitor and manage urban environments, including smart energy systems, 

traffic control, public safety, and environmental monitoring. Figure 1 

showcases the flow of data from sensors to cloud-based analytics platforms, 

demonstrating the real-time processing and optimization of city operations. 

This convergence aims to enhance the efficiency, sustainability, and quality of 

life in urban areas.  

 

figure 1: Convergence of iot and smart city 

The proliferation of smart city infrastructure represents a paradigm shift in 

urban development, driven by the integration of advanced technologies to 

enhance efficiency, sustainability, and quality of life. Smart city infrastructure 

is not merely a collection of isolated components but a dynamic ecosystem 

where each element interacts with and influences others. The reliance on 

complex networks exposes smart cities to a myriad of challenges, including 

cyber threats, data privacy concerns, and interoperability issues.  

The rapid digitization and interconnectedness of smart cities significantly 

increase their vulnerability to cyberattacks. For instance, a cyberattack on a 

smart grid could result in widespread power outages, while a compromised 

traffic management system could cause severe congestion and accidents. The 

increasing reliance on these digital systems necessitates robust cybersecurity 
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measures to protect against the growing threat landscape and ensure the 

resilience and safety of smart city operations. 

The proposed security framework for smart city infrastructure is designed to 

robustly protect against cyber threats by integrating three critical components: 

encryption, intrusion detection systems (IDS), and blockchain technology. 

Encryption ensures that data transmitted within the smart city network 

remains confidential and secure from unauthorized access, safeguarding 

sensitive information against interception. Intrusion Detection Systems (IDS) 

continuously monitor network traffic, identifying and responding to potential 

security threats in real time. IDS utilizes both signature-based and anomaly-

based detection techniques to detect known vulnerabilities and unusual 

activities indicative of new threats. Blockchain Technology provides a 

decentralized and immutable ledger for recording all transactions and 

interactions within the smart city infrastructure. These components create a 

comprehensive security framework that fortifies smart city infrastructure, 

ensuring the integrity, confidentiality, and availability of critical data while 

providing a resilient defense against evolving cyber threats. 

The primary goals of this research are to develop a comprehensive 

understanding of the security challenges facing smart city infrastructure and 

to propose an effective security framework to mitigate these challenges. Propose 

a novel security framework that integrates encryption, intrusion detection 

systems, and blockchain technology to address the identified vulnerabilities 

and enhance the overall resilience of smart city infrastructure.  

The research aims to achieve a comprehensive understanding of the security 

landscape within smart city infrastructure and subsequently develop an 

innovative security framework to mitigate cyber threats effectively. Specifically, 

the goals are: Identify Threats: Thoroughly analyze and identify potential 

cybersecurity threats faced by smart city infrastructure, considering the 

complex network of interconnected devices and systems. Propose Framework: 

Develop a novel security framework tailored to the unique challenges of smart 

city environments, leveraging encryption, intrusion detection systems, and 

blockchain technology to enhance resilience and protect critical data. Promote 

Adoption: Provide actionable insights and recommendations for policymakers, 

urban planners, and stakeholders to facilitate the adoption and integration of 

the proposed security framework into existing and future smart city initiatives, 

fostering a safer and more secure urban environment 
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3.  Threat Landscape Analysis 

Categorizing threats to smart city infrastructure is crucial for developing 

effective security measures. Threats can be broadly classified based on their 

origin, nature, and intent: 

Internal Threats: These originate within the organization or city 

infrastructure, such as from employees, contractors, or other insiders. They 

can be intentional, such as malicious insiders seeking to sabotage systems, 

or unintentional, such as employees accidentally exposing sensitive 

information. 

• External Threats: These originate from outside the organization and 

include hackers, cybercriminals, and state-sponsored actors. External 

threats often aim to exploit vulnerabilities in the city's systems and 

networks. 

• Targeted Threats: These are deliberate attacks aimed at specific smart city 

components or systems. Attackers often conduct extensive research and 

planning to achieve specific goals, such as disrupting critical infrastructure, 

stealing sensitive data, or causing financial harm. 

• Phishing and Social Engineering: These involve tricking individuals into 

divulging confidential information or performing actions that compromise 

security. 

• Malware and Ransomware: Malicious software designed to disrupt, 

damage, or gain unauthorized access to computer systems. Ransomware 

specifically encrypts data and demands payment for decryption. 

• Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) 

Attacks: These attacks overwhelm systems with traffic, rendering them 

unusable [4]. 

 

Smart city infrastructure, characterized by its extensive interconnected 

systems, faces numerous cyber threats through various attack vectors. 

Common methods include Distributed Denial-of-Service (DDoS) Attacks: 

Flooding networks with excessive traffic to disrupt services such as traffic 

management and public utilities, causing significant operational disruptions. 

Malware and Ransomware: Infiltrating systems to damage or gain unauthorized 

access. Ransomware encrypts data and demands payment for release, 

compromising critical operations and data integrity. Social Engineering: 

Manipulating individuals to divulge confidential information through phishing 

or other deceptive practices, exploiting human vulnerabilities to breach 

security [5]. Man-in-the-Middle (MitM) Attacks: Intercepting and altering 

communications between parties to steal sensitive information or compromise 
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data integrity. These attack vectors highlight the need for robust cybersecurity 

measures to protect smart city infrastructure from diverse and evolving cyber 

threats. 

 

Figure 2:  Architecture of multi-access edge computing (MEC) integrated at the edge of 5G network 

with i-ZTA core, IGP, and federated learning (FL) components. 

Successful cyberattacks on smart city infrastructure can have profound and 

wide-ranging consequences. Cyberattacks on critical infrastructure like power 

grids, water supply systems, and traffic management networks can result in 

widespread outages and chaos. For example, an attack on traffic control 

systems could lead to severe congestion, increased accidents, and delayed 

emergency response times, jeopardizing public safety. These potential 

consequences highlight the urgent need for robust cybersecurity measures to 

protect the integrity, confidentiality, and availability of smart city 

infrastructure.  

Real-world cyberattacks on smart cities serve as stark reminders of the 

vulnerabilities inherent in urban infrastructure. One notable example is the 

2016 cyberattack on the city of Atlanta, where ransomware known as SamSam 

encrypted critical data, disrupting various municipal services including online 

payment systems and public Wi-Fi. These real-world examples underscore the 

urgent need for robust cybersecurity measures and proactive risk management 

strategies to protect smart cities from evolving cyber threats. 

3.1. 5G/6G Networks 

 5G and 6G networks represent the next generations of mobile communication 

technologies, offering significant advancements over their predecessors. G 

networks are expected to further revolutionize communication with even higher 
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speeds, lower latency, and enhanced capacity [6]. They will integrate advanced 

technologies like AI, machine learning, and edge computing, providing a 

foundation for innovative applications such as immersive augmented reality, 

high-fidelity holographic communications, and sophisticated AI-driven 

services[7].  

Figure 2, illustrates the architecture of Multi-Access Edge Computing (MEC) 

integrated at the edge of a 5G network with i-ZTA core, IGP, and Federated 

Learning (FL) components is designed for efficient and secure data processing 

at the network edge. MEC facilitates the deployment of applications closer to 

end-users, reducing latency and enhancing performance. The i-ZTA core 

ensures robust authentication and authorization, following the principles of 

Zero Trust Architecture (ZTA) to secure access to resources. Integrated with 

Interior Gateway Protocol (IGP), the architecture optimizes routing and network 

management within the edge environment. Federated Learning (FL) 

components enable collaborative machine learning models to be trained across 

multiple edge devices, preserving data privacy while leveraging collective 

intelligence for model improvements. Together, these components form a 

comprehensive and agile edge computing infrastructure poised to support a 

wide range of latency-sensitive applications in the 5G era. 

5G networks, the fifth generation of wireless technology, offer ultra-fast, 

reliable, and low-latency communication. In smart cities, 5G facilitates real-

time data transmission, enabling advanced applications such as autonomous 

vehicles, smart grids, and enhanced public safety systems [8]. The anticipated 

6G networks, expected to emerge around 2030, aim to further revolutionize 

connectivity with even higher speeds, lower latency, and enhanced capabilities 

like integrated artificial intelligence (AI) and support for virtual and augmented 

reality (VR/AR) experiences. Combining 5G/6G networks with Zero Trust 

Architecture creates a robust framework for securing  

smart cities. The high-speed, low-latency connectivity of 5G/6G enables real-

time monitoring and response, which is crucial for implementing ZTA 

effectively. Continuous monitoring and micro-segmentation supported by these 

advanced networks ensure that all connected devices and systems in a smart 

city are secure 

3.2.  Why Intelligent Zero Trust Architecture 

Intelligent ZTA enhances this paradigm by incorporating advanced technologies 

such as artificial intelligence (AI) and machine learning (ML) to continuously 

monitor, analyze, and respond to potential threats in real-time. AI and ML 
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enable the system to adapt to new threats by learning from past incidents and 

predicting future vulnerabilities. Intelligent ZTA ensures that access controls 

are dynamically applied based on context, such as user behavior, device 

health, and location, further tightening security. This comprehensive, adaptive, 

and context-aware approach makes Intelligent ZTA an essential strategy for 

protecting modern digital environments. 

Figure 3, outlines the fundamental components of Zero Trust Architecture 

(ZTA) in ensuring secure authentication and authorization. It showcases the 

seven Zero Trust pillars: 

• User: Continuous verification of user identity. 

• Device: Ensuring all devices meet security standards. 

• Network: Implementing network segmentation and encrypted 

communication. 

• Application: Enforcing strict access controls for applications. 

• Data: Encrypting and protecting data. 

• Automation and Orchestration: Automating threat detection and 

response.  

These elements work together to ensure that every access request is 

authenticated and authorized, reinforcing the principle of never trusting, and 

always verifying 

 

Figure 3: Basics of zero trust architecture (ZTA) for authentication and authorization including 

seven zero trust pillars 

Zero Trust Architecture (ZTA) is a security framework centered on the principle 

of never trust, always verify. Unlike traditional security models that implicitly 

trust users within the network perimeter, ZTA treats every user and device as a 

potential threat, regardless of their location inside or outside the network. Key 
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components of Zero Trust Architecture include Micro-segmentation: This 

involves dividing the network into smaller, isolated segments to limit the lateral 

movement of attackers and contain potential breaches. Each segment operates 

with its security controls and policies. Least Privilege Access: Users and devices 

are granted the minimum level of access necessary to perform their functions. 

This reduces the risk of unauthorized access to sensitive data and resources. 

Multi-Factor Authentication (MFA): MFA requires multiple forms of verification 

before granting access, ensuring that even if one factor is compromised, 

unauthorized access is still prevented. This typically includes something the 

user knows (password), something the user has (a mobile device), and 

something the user is (biometrics). 

Benefits of Zero Trust Architecture: Enhanced Security: By verifying every 

access request, ZTA significantly reduces the risk of data breaches and 

unauthorized access. Reduced Attack Surface: Micro-segmentation and least 

privilege access minimize the pathways an attacker can exploit within the 

network. Improved Visibility: Continuous monitoring provides comprehensive 

visibility into network activities, enabling faster detection and response to 

threats. Regulatory Compliance: Implementing ZTA helps organizations meet 

stringent regulatory requirements for data protection and security. 

4. Security Framework Design 

The methodology for developing a secure communication framework for smart 

cities involves a comprehensive approach integrating multiple layers of security 

technologies. This section delves into the architectural design, algorithms, and 

technology choices, including programming languages, libraries, and hardware 

components. 

4.1. Architectural Design 

The framework's architecture is designed to ensure robust security across 

various components of smart city infrastructure. The key architectural 

components include: 

4.2.  Encryption 

 

State-of-the-art encryption algorithms are fundamental in safeguarding 

sensitive information across digital systems, including smart city 

infrastructure. Among the most prominent are Advanced Encryption Standard 

(AES) and Elliptic Curve Cryptography (ECC). Advanced Encryption Standard 

(AES), a symmetric encryption algorithm, operates on fixed-size blocks of data 
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and supports key lengths of 128, 192, or 256 bits. Its efficiency and resistance 

to cryptographic attacks make it widely utilized for securing communications 

and data storage. Elliptic Curve Cryptography (ECC), a public-key 

cryptography algorithm, utilizes the algebraic structure of elliptic curves over 

finite fields. It provides strong security with shorter key lengths compared to 

traditional algorithms like RSA, making it well-suited for resource-constrained 

environments such as IoT devices and mobile platforms. These encryption 

algorithms serve as critical components in protecting the confidentiality, 

integrity, and authenticity of data in smart cities, ensuring the resilience and 

trustworthiness of urban technological ecosystems. 

Encryption Algorithm: 

Suppose the sender wants to send a message m to the receiver 

Step 1. Let m have any point M on the elliptic curve. 

Step 2. The sender selects a random number k from [1,n-1]. 

Step 3. The cipher texts generated will be the pair of points. 

(B1, B2) where 

B1= k*G 

B2= M + (k*G) 

 

Encryption in this study followed a specific procedure: plaintext messages were 

encoded as elliptic curve points, resulting in corresponding x-y coordinates. 

Initially, the sender chose the first encryption constant to secure the message. 

This constant was then multiplied by the recipient's public key, generating the 

initial encryption key. Subsequently, a second encryption constant was 

employed for further encryption. Similarly, this constant underwent 

multiplication with the recipient's public key, yielding the second encryption 

key. The first encryption step involved adding the message point to the first 

encryption key. Subsequently, the second encryption was executed by adding 

the first encrypted message to the second encryption key, resulting in the 

cipher text C. Decryption mirrored this process, albeit in reverse order. 
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Figure 4: Improved ECC Model with Double Encryption 

Figure 4, presents a comprehensive block diagram of the improved Elliptic 

Curve Cryptography (ECC) model, detailing the double encryption process used 

to convert plaintext into ciphertext. It illustrates the flow of information from 

plaintext to ciphertext, highlighting each step in the encryption process. 

Initially, the plaintext is combined with a set of elliptic curve points to produce 

an intermediate ciphertext. This intermediate ciphertext is combined with a 

second set of elliptic curve points to generate the final ciphertext. All operations 

within this process utilize elliptic curve cryptographic techniques. 

Elliptic Curve Point Addition is denoted below: 

𝐽 = (𝑥j, 𝑦j), 𝐾 = (𝑥𝑘, 𝑦𝑘), 𝐿 = (𝑥𝑙, 𝑦𝑙), 𝐽 ≠ 𝐾 

 

𝑖𝑓 (𝑥𝑙, 𝑦𝑙) = (𝑥j, 𝑦j) + (𝑥𝑘, 𝑦𝑘) 

 

𝑠𝑙𝑜𝑝𝑒 𝑠 = 𝑦𝑘−𝑦j                   

                                              𝑥𝑘−𝑥j 

 

𝑥 = 𝑠2 − 𝑥 − 𝑥 

𝑦 = 𝑠(𝑥 − 𝑥 ) – 𝑦 

Elliptic Curve Point Doubling is denoted below: 

 

𝐽 = (𝑥j, 𝑦j), 𝐾 = (𝑥𝑘, 𝑦𝑘), 𝐿 = (𝑥𝑙, 𝑦𝑙), 𝐽 = 𝐾 

 

𝑖𝑓 (𝑥𝑙, 𝑦𝑙) = 2(𝑥j, 𝑦j) = 2(𝑥𝑘, 𝑦𝑘) 

 



Advances in Computer Sciences  Vol. 7 (2024) 

12 

 

𝑠𝑙𝑜𝑝𝑒 𝑠 = 3x1+a                            

             𝑥𝑘−𝑥j                   

 𝑥𝑙 = 𝑠2 − 2𝑥j , 𝑦𝑙 = 𝑠(𝑥j − 𝑥𝑙) − 𝑦j 

 

Encryption 

Intermediate cipher text = Pm + k1Pr, k1G 

Cipher text = Pm + k1Pr + k2Pr, k1G, k2G 

Pm = plaintext, k1&k2 are encryption constants, Pr = receiver public key, and G 

= base point. 

Intermediate cipher text = (Pm + k1Pr + k2Pr, k1G, k2G) – b2k2G 

Plaintext = (Pm + k1Pr, k1G) – b1k1G 

Plaintext = Pm. 

 

Plain Text: The original text utilized by users for communication purposes, 

remains unencrypted and readily understandable. For instance, when Bob 

sends "How are you" to Alice, the plain text is "How are you". 

Cipher Text: The transformation of plain text into an encrypted message, 

known as ciphertext, renders it incomprehensible to third parties outside the 

communication. For instance, "bye" may be converted into "#@a%". 

Encryption: Encryption involves converting plain text into cipher text, 

rendering it unreadable. 

Authentication: The process of verifying the identity of a user involved in 

communication. 

Key management strategies are essential for maintaining the security and 

integrity of cryptographic systems, including those used in smart city 

infrastructure. Several key management strategies include Key Generation: 

Employing robust algorithms to generate keys securely ensures that 

cryptographic keys are unpredictable and resistant to attacks. Key 

Distribution: Securely distributing cryptographic keys to authorized parties 

while preventing unauthorized access is crucial. Techniques like key exchange 

protocols and secure channels facilitate key distribution. Key Storage: 

Safeguarding cryptographic keys against unauthorized access and compromise 
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is vital. Key Rotation: Regularly updating cryptographic keys reduces the risk 

of key compromise and enhances security. Effective key management strategies 

are paramount for ensuring the confidentiality, integrity, and availability of 

data in smart city systems, and safeguarding against unauthorized access and 

cyber threats. 

The proposed framework leverages both edge and cloud computing to address 

the challenges faced by IoT-enabled smart city systems. It integrates 

blockchain technology to enhance the security of these systems, utilizing 

blockchain in conjunction with IoT at both the edge and cloud levels. Figure 5 

illustrates the proposed model, named EdgeBlock and CloudBlock, which 

employs blockchain and IoT-enabled edge and cloud solutions to enhance 

privacy and security in smart city applications. The framework consists of three 

main layers: blockchain security management, a two-level privacy protection 

technique, and intrusion detection using a Convolutional Neural Network 

(CNN) detailed as follows. The proposed system is based on the combination of 

blockchain-based on-chain, and AI-based models to create a secure with safety 

sustainable smart city [9]. 

 

 

Figure 5: The proposed framework for Privacy and Security Enhancement in Smart Cities. 

Edge Placement Framework: When data is captured and generated by IoT 

devices within the smart city, it is forwarded by the nearest gateway or router 

to the EdgeBlock. To monitor incoming traffic at the EdgeBlock, a packet-

sniffing sensor extracts relevant features from the data. The EdgeBlock 

processes this data closer to the client, reducing the reliance on cloud network 

nods. 

The scalability of your framework, its potential in various contexts, and 

any limitations 

The scalability of the proposed secure communication framework for smart city 

infrastructure is a crucial aspect to consider, especially given the ever-
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expanding nature of urban environments and the increasing volume of data 

generated by IoT devices [10]. 

Figure 6, illustrates a granular view of smart city applications, highlighting 

their diverse functionalities and interconnected nature. Each application, such 

as transportation, healthcare, energy management, public safety, and urban 

planning, is depicted with distinct features and interactions. The diagram 

emphasizes the integration of various technologies and data streams within 

each application domain, showcasing the complexity of smart city ecosystems. 

These intricacies is essential for designing targeted solutions that address 

specific needs and optimize the performance of smart city infrastructure. 

 

 

Figure 6: Application-specific view of Smart Cities 

The framework's potential lies not only in its ability to adapt to the growing 

scale of smart cities but also in its applicability across various contexts, 

including but not limited to: 

Urban Development: As cities continue to grow and evolve, the framework can 

accommodate the integration of new technologies and services, ensuring that 

security measures remain effective in protecting critical infrastructure and 

sensitive data. 

Transportation: In the context of smart transportation systems, the framework 

can secure communication networks that facilitate real-time traffic 

management, autonomous vehicles, and intelligent transportation systems, 

thereby enhancing safety and efficiency. 
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Healthcare: Within smart healthcare systems, the framework can safeguard 

patient data and ensure the integrity of medical records, supporting 

telemedicine, remote monitoring, and personalized healthcare services while 

adhering to strict privacy regulations. 

Public Safety: In the realm of public safety and emergency response, the 

framework can facilitate secure communication among first responders, 

integrate surveillance systems, and enable rapid deployment of resources 

during crises, thereby enhancing overall resilience and coordination.  

However, despite its potential, the framework also has limitations and ethical 

considerations that need to be addressed: 

Scalability Challenges: Managing the security of large-scale smart city 

networks with millions of interconnected devices poses scalability challenges. 

Ensuring that the framework can handle the increasing volume of data and 

transactions while maintaining performance and reliability requires careful 

design and optimization. 

Security Risks: Despite efforts to secure communication channels and 

infrastructure, smart cities remain vulnerable to cyber threats such as 

hacking, data breaches, and ransomware attacks. Continuous monitoring, 

regular security audits, and proactive threat intelligence are essential to 

mitigate these risks effectively. 

Digital Divide: The deployment of advanced technologies in smart cities may 

exacerbate existing inequalities, as marginalized communities may lack access 

to digital services or face barriers to participation due to socioeconomic factors. 

Ensuring equitable access to technology and addressing digital literacy gaps 

are critical considerations for ethical urban development. 

The proposed secure communication framework offers scalability and potential 

benefits in various contexts, addressing scalability challenges, privacy 

concerns, security risks, and promoting equitable access are essential for 

ensuring its ethical implementation in smart city environments 

Data-at-rest and data-in-transit protection are critical aspects of cybersecurity, 

especially in smart city infrastructure where vast amounts of sensitive data are 

stored and transmitted. Encryption is a common technique used to protect 

data at rest, ensuring that even if unauthorized access is gained, the data 

remains unreadable without the decryption key. By implementing robust data-

at-rest and data-in-transit protection measures, smart cities can safeguard 
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sensitive information, maintain data integrity, and mitigate the risk of 

unauthorized access and data breaches 

4.3. Intrusion Detection System (IDS) 

Anomaly-based and signature-based detection are two fundamental 

approaches to identifying and mitigating security threats in smart city 

infrastructure. Signature-based Detection: This method relies on predefined 

patterns or signatures of known threats [11]. It compares network traffic, files, 

or system behaviors against a database of signatures to identify malicious 

activity. While effective against known threats, signature-based detection may 

struggle with detecting novel or previously unseen attacks. Anomaly-based 

Detection: In contrast, anomaly-based detection focuses on identifying 

deviations from normal behavior. It establishes a baseline of typical system 

behavior and flags any anomalies that fall outside this baseline as potential 

threats. While capable of detecting novel attacks, anomaly-based detection may 

produce false positives or struggle to differentiate between genuine anomalies 

and benign activities. Combining both approaches in a layered defense strategy 

offers comprehensive threat detection capabilities, enhancing the security 

posture of smart city infrastructure by effectively identifying and mitigating 

both known and unknown threats. It encompasses a range of practices, 

including threat detection, prevention, and response to safeguard against cyber 

threats like malware, phishing, and ransomware. Key components include 

encryption, firewalls, intrusion detection systems, and multi-factor 

authentication [12]. Cybersecurity aims to ensure the confidentiality, integrity, 

and availability of information.  

The proposed system operates as a daemon service that continuously manages 

the modules around the clock. This service automatically restarts if the device 

reboots or if the modules stop functioning. The modules are designed to both 

detect and block malicious traffic. To identify new threats or abnormal 

behavior, the detection module performs deep packet inspection on both 

inbound and outbound network packets. By default, plain text traffic is 

dropped and blocked, ensuring that only encrypted traffic flows within the 

home IoT network, thereby maintaining the privacy and integrity of the home 

environment. Figure 7 illustrates the architectural design and setup of the 

device for home automation environment security  
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Figure 7: In-line Intrusion Detection and Prevention 

Figure 7, illustrates the architecture of an in-line intrusion detection and 

prevention system for a home automation environment. The system runs as a 

daemon service on a Raspberry Pi, ensuring continuous monitoring and 

protection. It features modules that detect and block malicious traffic by 

comparing network packets against a regularly updated signature database. 

The system performs deep packet inspection to identify new threats and 

abnormal behavior. Additionally, plain text traffic is automatically blocked, 

guaranteeing that only encrypted data flows within the network, thus 

preserving privacy and integrity. The diagram illustrates the setup and 

integration of these components within the home IoT network.  

Machine learning (ML) holds immense potential for enhancing threat 

identification in smart city infrastructure. By analyzing vast amounts of data, 

ML algorithms can identify patterns, anomalies, and correlations that may 

indicate malicious activity, enabling more proactive threat detection and 

response. ML-powered threat intelligence platforms can aggregate and analyze 

data from various sources, including network logs, sensor data, and user 

behavior, to generate actionable insights and alerts in real-time. By leveraging 

ML for threat identification, smart cities can enhance their cybersecurity 

posture, detect threats earlier, and respond more effectively to cyber incidents, 

ultimately ensuring the resilience and integrity of critical urban infrastructure. 

Real-time monitoring and response mechanisms are essential components of 

cybersecurity strategies in smart city infrastructure. These mechanisms 

continuously monitor network traffic, system activities, and user behaviors in 

real-time to detect and respond to security incidents promptly. Real-time 

monitoring involves the collection, analysis, and correlation of data from 

various sources, including network logs, sensor data, and user activity logs. 

Response mechanisms include automated or manual actions taken to mitigate 

identified threats, such as blocking suspicious IP addresses, quarantining 

compromised devices, or triggering alerts for further investigation 
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4.4. Blockchain Technology 

Immutable data logging involves recording data in a manner that prevents 

tampering or alteration, ensuring the integrity and reliability of audit trails in 

smart city infrastructure. By employing cryptographic techniques such as 

blockchain technology, data logs become resistant to unauthorized 

modifications, providing a transparent and immutable record of all 

transactions and interactions within the system. Immutable data logging 

enhances accountability and transparency by providing a tamper-proof audit 

trail that can be used for forensic analysis, compliance audits, and regulatory 

purposes. In smart city infrastructure, immutable data logging can be applied 

to various use cases, including monitoring of sensor data, tracking of 

transactions in financial systems, and recording of access to sensitive 

information. By implementing immutable data logging, smart cities can 

strengthen their security posture, mitigate the risk of data manipulation, and 

foster trust in digital transactions and interactions within urban ecosystems.  

Figure 8, illustrates the basic features of blockchain technology. This figure 

illustrates the core functionalities of blockchain technology in the context of a 

smart city. The figure shows the integration of various smart city applications, 

such as energy management, traffic control, and public services, all leveraging 

blockchain for secure data transactions[13]. Additionally, it depicts the use of 

smart contracts to automate processes and enforce agreements. The diagram 

emphasizes the role of blockchain in ensuring data integrity and reliability 

across the smart city's interconnected systems. 

 

Figure 8: Basic functionality of blockchain for smart city. 
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The integration of blockchain with 5G and IoT still requires essential solutions 

to address specific smart city application domains, security and privacy issues, 

performance, and potential financial benefits. Secure data sharing between 

smart city and implementing secure data-sharing protocols ensures that only 

authorized parties have access to specific data, maintaining confidentiality, 

integrity, and privacy. Encryption techniques can be applied to protect data 

both in transit and at rest, preventing unauthorized interception or access. 

Utilizing secure communication protocols such as TLS/SSL and VPNs can 

establish encrypted tunnels for transmitting data securely between smart city 

components. By implementing robust security measures for data sharing, 

smart cities can foster collaboration, innovation, and efficiency while mitigating 

the risk of data breaches and unauthorized access to sensitive information. 

4.5. Privacy Preservation Layer 

This layer employs differential privacy techniques to protect individual data 

points while allowing aggregate data analysis. 

Algorithm: Laplace Mechanism for Differential Privacy [14].  

Algorithm 2 Adaptive Laplace Mechanism: (Database D, hidden layers H, 

loss function F(θ), and privacy budgets E1, E2, and E3, the number of batches 

T, the batch size |L|) 

Compute the average relevance by applying the LRP Alg. 

1. ∀j ∈[1, d] : Rj (D) = = 1 |DP xD Rxij  (xi) 

Inject Laplace noise into the average r elevance of each j-th input feature 

2. ∆R= 2d/|D\ 

3. for j ∈[1, d] do 

4. Rj← 1 |DP xi ∈D, Rxij (xi) + Lap( ∆R 1 ) 

5. R(D) = j∈[1,d] 

Programming Languages and Libraries 

Python: Primary language for implementing machine learning algorithms, data 

encryption, and privacy-preserving techniques. 

Libraries: sci-kit-learn, Tensor-Flow, Py-Crypto, Numpy 

Solidity: For writing smart contracts on the Ethereum blockchain. 

JavaScript: For front-end development of user interfaces (React.js). 
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Hardware Components: 

IoT Devices: Sensors, actuators, and other smart devices deployed across the 

city. 

Servers: Cloud servers for running backend services and storing data. 

Edge Devices: Local processing units to reduce latency and improve real-time 

data processing capabilities. 

Table 1 illustrates the intersection and integration of blockchain, encryption, 

smart city, and 5G technologies, showcasing their collaborative impact on 

urban development and connectivity. The depiction underscores the synergy 

between blockchain's decentralized ledger, encryption's data protection, 5G's 

high-speed connectivity, and smart city's urban development initiatives. This 

convergence facilitates the creation of innovative solutions for sustainable, 

efficient, and technologically advanced cities. The visualization represents the 

transformative potential of integrating these technologies, offering insights into 

their collective benefits for urban environments in the digital age. 

Table 1: Convergence of blockchain, Encryption, smart city, and 5G 

Technology Description 

Blockchain  It has decentralized ledger technology 

that securely records and verifies 

transactions across a network of 

computers. 

Encryption  Techniques to convert data into a code 

to prevent unauthorized access, 

ensuring confidentiality and integrity. 

Smart City  Urban development integrates 

technology to enhance sustainability, 

efficiency, and quality of life for 

residents. 

5G  Fifth-generation mobile network 

technology provides high-speed, low-

latency connectivity for various 

applications. 
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5. Implementation Considerations 

Scalability poses a significant challenge in smart city networks due to their 

large scale and complexity. As the number of connected devices and data 

volumes increase, traditional networking architectures may struggle to 

accommodate the growing demands. Addressing scalability challenges requires 

innovative solutions such as edge computing, which decentralizes processing 

power and data storage to the network's edge. This reduces latency and 

bandwidth requirements while enabling efficient resource utilization.  

Figure 9, illustrates the graphical comparison between the sizes of the original 

files and their corresponding encrypted versions. The x-axis represents the 

original file sizes taken as input, while the y-axis indicates the encrypted file 

sizes. The graph clearly shows that for every set of input files, the encrypted file 

sizes are consistently larger than the original ones. This increase in size is a 

common characteristic of encryption processes, where additional data, such as 

encryption metadata and padding, is added to secure the file content. 

 

 

Figure 9: Encrypted File Size of Different Files 

The graphical output demonstrates a direct relationship between the size of the 

original files and the increase in storage required for their encrypted 

counterparts. As the original file size grows, the encrypted file size also 

increases. However, the rate of this increase may vary depending on the By 

analyzing this graph, users can better understand the impact of encryption on 

storage requirements, aiding in planning and optimizing storage solutions for 

encrypted data in various applications and environments. 
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Table 2, illustrates a comprehensive framework for smart cities that integrates 

encryption, intrusion detection systems (IDS), and blockchain technology[15]. 

It depicts how data flows securely through encrypted channels, ensuring 

confidentiality and integrity. The IDS component monitors network traffic for 

suspicious activities and potential threats, providing real-time alerts. 

Blockchain technology is used to create a decentralized and immutable ledger, 

enhancing transparency and trust in data transactions. The framework 

highlights the synergy between these technologies in safeguarding smart city 

infrastructure, ensuring secure communication, robust threat detection, and 

reliable data integrity across all urban systems. 

Table 2: A Framework for Smart Cities Utilizing Encryption, Intrusion 

Detection, and Blockchain 

Component Description 

Encryption Protects data confidentiality and 

integrity by converting plain text into 

cipher text using advanced 

cryptographic methods. 

Intrusion Detection System (IDS) Monitors network traffic for suspicious 

activities and potential threats, 

providing real-time alerts and 

automated responses. 

Data Integrity Ensures the accuracy and consistency 

of data across the network through 

cryptographic hashing and blockchain 

verification. 

User Authentication Verifies the identity of users accessing 

the network using multi-factor 

authentication and Zero Trust 

principles. 

Balancing security with limited computational power poses a significant 

challenge in smart city infrastructure, where resource constraints are common, 

especially in IoT devices and edge computing environments. Furthermore, 

adopting efficient security protocols and access control mechanisms tailored to 

the specific requirements of smart city devices and applications can help strike 

a balance between security and resource efficiency, ensuring that critical urban 

operations remain protected without sacrificing performance. 
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Ensuring compatibility with legacy systems is crucial for the successful 

integration of new technologies into existing smart city infrastructure. Many 

cities rely on aging infrastructure and proprietary systems, posing challenges 

for seamless integration. Additionally, implementing middleware solutions and 

APIs can bridge the gap between different systems, enabling seamless 

integration and data sharing. Moreover, phased deployment strategies and 

modular architectures allow for incremental upgrades and migration of legacy 

systems to modern platforms, minimizing disruption and ensuring 

compatibility.  

Figure 10, illustrates the relationship between the computational cost of the 

proposed scheme and the number of messages (n) of encryption. The graph 

demonstrates that the total computational cost increases linearly with the 

number of messages across all phases. Specifically, the computational costs 

are as follows when 𝑛 = 5, n=5: 67.7496 ms for encryption, 95.9209 ms for 

decryption, 22.6270 ms for authorization, and 54.4746 ms for the equation test 

phase. When the number of messages increases to 𝑛 = 30, n=30, the costs rise 

to 162.2096 ms for encryption, 417.3234 ms for decryption, 117.0870 ms for 

authorization, and 281.4521 ms for the equation test phase. This linear trend 

indicates that the proposed scheme scales efficiently with an increasing 

number of messages. The manageable increase in computational cost 

demonstrates the scheme's feasibility, confirming its suitability for applications 

requiring efficient processing of multiple messages. 

 

Figure 10: Computational cost with a different number of messages. 
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Protecting sensitive citizen data is paramount in smart city initiatives to 

address privacy concerns and maintain public trust. Implementing robust data 

protection measures, such as encryption and access controls, ensures that 

personal information remains confidential and secure. Transparent data 

governance frameworks, informed consent mechanisms, and anonymization 

techniques help mitigate privacy risks and ensure compliance with regulations 

such as GDPR. By prioritizing privacy concerns and implementing appropriate 

safeguards, smart cities can build trust and confidence among citizens while 

harnessing the benefits of data-driven urban development. 

In the digital age, regulatory compliance regarding cybersecurity standards is 

paramount to safeguarding sensitive data and ensuring the integrity of 

systems. Frameworks like GDPR, HIPAA, PCI DSS, and ISO 27001 provide 

guidelines for protecting personal data, healthcare information, financial 

transactions, and overall information security management. Compliance 

involves establishing robust protocols for data encryption, access control, 

incident response, and regular audits. Non-compliance can lead to severe 

consequences including financial penalties, legal actions, reputational damage, 

and loss of business opportunities. 

6. Evaluation and Performance Analysis 

A simulation environment is a virtual setting designed to replicate real-world 

processes for testing, training, and analysis. Key tools and methodologies 

include software platforms like MATLAB, Simulink, and ANSYS, which provide 

powerful modeling and simulation capabilities. These tools allow users to 

create detailed and dynamic models of systems, ranging from mechanical 

components to complex networks. Methodologies in a simulation environment 

often involve discrete event simulation, continuous simulation, and agent-

based modeling. Discrete event simulation focuses on system changes at 

specific points in time, ideal for operations and logistics. Continuous 

simulation deals with changes over time, crucial for engineering and physics 

applications. Advanced features like real-time simulation and hardware-in-the-

loop (HIL) testing enhance the accuracy and applicability of simulations.  

Metrics are essential for assessing the effectiveness of a cybersecurity 

framework. Key criteria include the detection Rate: Which measures the 

percentage of actual threats identified by the system. A high detection rate 

indicates robust threat recognition. False Positives: Tracks the number of non-

malicious activities incorrectly flagged as threats. Lower false positives mean 

more precise threat detection.  
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This figure 11, compares user response time with network response time. The 

x-axis represents different user activities, while the y-axis measures the 

response time in milliseconds. The graph shows how quickly users receive 

feedback from the system compared to the time taken by the network to 

process and return data. It highlights that network response time generally 

exceeds user response time, reflecting the additional overhead involved in data 

transmission and processing. This comparison underscores the importance of 

optimizing both user interface performance and network efficiency to enhance 

overall user experience 

 

 

Figure 11: User Response Time 

 

Response Time: Evaluate the time taken to respond to a detected threat. Faster 

response times are critical for minimizing damage. Incident Resolution Time: 

Assesses the duration required to resolve an incident from detection to 

remediation. Shorter times indicate efficient incident handling. These metrics 

provide a comprehensive view of the framework's performance, guiding 

improvements and ensuring robust protection. 

Real-world case studies are invaluable for evaluating the performance of a 

cybersecurity framework in specific attack scenarios. By examining actual 

incidents, organizations can assess the framework's effectiveness under real 

conditions. For instance, during the WannaCry ransomware attack, 

organizations with robust patch management and incident response protocols 

quickly mitigated the threat, highlighting the importance of timely updates and 

preparedness. Another case study involves phishing attacks, where frameworks 

incorporating advanced email filtering and user awareness training 

demonstrated significant reductions in successful breaches. These case studies 
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provide critical insights into strengths and weaknesses, guiding continuous 

improvement and adaptation of cybersecurity strategies. 

This figure 12, presents the accuracy rates of intrusion detection systems (IDS) 

with and without the implementation of stacking techniques. The x-axis 

represents different IDS configurations, while the y-axis indicates the accuracy 

percentage. The graph illustrates that IDS with stacking consistently achieves 

higher accuracy rates compared to IDS without stacking. This improvement 

highlights the effectiveness of stacking in enhancing the detection capabilities 

of IDS by combining multiple models to reduce false positives and increase 

overall accuracy. The visual comparison underscores the benefit of integrating 

stacking techniques in IDS for more reliable and precise intrusion detection. 

 

 

Figure 12: Comparison of accuracy with intrusion detection systems and without stacking. 

The incorporation of comprehensive incident response plans also stands out, 

enabling organizations to swiftly mitigate and remediate attacks, minimizing 

potential damage. This not only diverts attention from genuine threats but also 

reduces overall efficiency. Another limitation is response time; some 

frameworks may struggle to provide real-time threat mitigation, leaving 

systems vulnerable during critical moments. 

Number of Attempts vs. Encrypted Data over Five-Minute Intervals 

The graph illustrating the number of attempts versus the amount of encrypted 

data over five-minute intervals highlights the dynamic interaction between 

encryption activity and time. As depicted, the x-axis represents successive five-

minute intervals, while the y-axis measures the volume of encrypted data. 

Each point on the graph indicates the encrypted data corresponding to the 
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number of encryption attempts within those intervals. The data shows a clear 

trend: as the number of attempts increases, so does the volume of encrypted 

data. This proportional relationship underscores the system's responsiveness 

and capacity to handle varying encryption loads efficiently. Peaks in the graph 

may correspond to periods of heightened activity, such as during high-demand 

applications or security events, demonstrating the system's robustness and 

reliability. 

 

 

Figure 13: Graph showing the number of attempts and corresponding Encrypted data at an interval 

of five minutes. 

This visualization is crucial for understanding the operational capacity and 

performance of the encryption system under different load conditions, 

providing insights for optimizing encryption strategies and resource allocation 

to ensure seamless and secure data handling in real-time environments. 

Privacy preservation techniques are another significant topic, with efforts 

directed toward designing frameworks that protect citizens' data while allowing 

seamless service integration. Additionally, there is substantial work on creating 

standardized security protocols and collaborative frameworks that enable 

different city components to work together securely. Current research 

underscores the necessity for multi-layered, adaptive security measures, 

capable of evolving alongside the technological advancements driving smart 

cities 

7. Conclusion and Future Work 

In conclusion, a secure communication framework for smart city infrastructure 

that leverages encryption, intrusion detection, and blockchain technology offers 
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a robust solution to contemporary cybersecurity challenges. The research on 

securing smart city infrastructure highlights several critical contributions. It 

underscores the efficacy of AI-driven intrusion detection systems (IDS) in 

providing real-time threat identification and mitigation. The study also 

demonstrates the value of blockchain technology in ensuring data integrity and 

transparency, offering tamper-proof transaction records. Furthermore, it 

emphasizes the importance of robust privacy preservation frameworks, 

balancing data protection with service efficiency. Lastly, the research advocates 

for standardized security protocols and collaborative frameworks, ensuring 

consistent and integrated protection across all smart city components. 

Integrating blockchain technology can improve data integrity and transparency, 

providing secure and tamper-proof records. Strengthening privacy preservation 

mechanisms through robust encryption and secure data-sharing protocols is 

essential. Regular security audits, ongoing training, and public awareness 

campaigns are also recommended. 

8. Future Direction 

Future research in smart city cybersecurity can explore several promising 

areas. Incorporating artificial intelligence (AI) for threat prediction is a critical 

field. Advanced machine learning algorithms can analyze vast amounts of data 

to identify patterns and predict potential cyber-attacks before they occur, 

enhancing proactive defense mechanisms. Another significant area is the 

exploration of quantum cryptography. Quantum key distribution (QKD) offers 

unprecedented security by leveraging the principles of quantum mechanics to 

create theoretically unbreakable encryption, providing a robust solution 

against future quantum computing threats. With the proliferation of IoT 

devices in smart cities, ensuring their security is paramount. They are prime 

targets for cyber threats. Continuous training and awareness programs for city 

employees and citizens are equally important, fostering a culture of security 

vigilance. 

 

Author Contribution 

The corresponding author developed the scope and objectives of the literature 

review, conducted a comprehensive literature search, analyzed and synthesized 

the findings, and wrote the manuscript. The co-authors provided guidance on 

structuring and outlining the review, ensuring that critical areas were covered. 

They also provided valuable feedback and editing on manuscript drafts.  

 

 



Advances in Computer Sciences  Vol. 7 (2024) 

29 

 

Funding 

Not Applicable 

 

Availability of data and materials  

Not applicable.  

 

Declarations Competing interests  

The authors declare no competing interests 

References 

[1] P. Kumar et al., "PPSF: A privacy-preserving and secure framework using 

blockchain-based machine-learning for IoT-driven smart cities," IEEE 

Transactions on Network Science and Engineering, vol. 8, no. 3, pp. 2326-2341, 

2021. 

[2] M. S. Sani, S. Iranmanesh, H. Salarian, R. Raad, and A. Jamalipour, 

"BIDS: Blockchain-Enabled Intrusion Detection System in Smart Cities," IEEE 

Internet of Things Magazine, vol. 7, no. 2, pp. 107-113, 2024. 

[3] S. K. Singh, A. Azzaoui, K.-K. R. Choo, L. T. Yang, and J. H. Park, 

"Articles A Comprehensive Survey on Blockchain for Secure IoT-enabled Smart 

City beyond 5G: Approaches, Processes, Challenges, and Opportunities," Hum.-

Centric Comput. Inf. Sci, vol. 13, p. 51, 2023. 

[4] E. S. Babu et al., "Blockchain-based Intrusion Detection System of IoT 

urban data with device authentication against DDoS attacks," Computers and 

Electrical Engineering, vol. 103, p. 108287, 2022. 

[5] E. Ismagilova, L. Hughes, N. P. Rana, and Y. K. Dwivedi, "Security, 

privacy and risks within smart cities: Literature review and development of a 

smart city interaction framework," Information Systems Frontiers, pp. 1-22, 

2022. 

[6] T. Premavathi, A. Shekhar, A. Raj, S. Agrawal, D. Palaniappan, and M. 

Shukla, "Securing the Foundations: IoT Infrastructure in Smart Cities," in 

Secure and Intelligent IoT-Enabled Smart Cities: IGI Global, 2024, pp. 274-295. 

[7] U. Khalil, O. A. Malik, and S. Hussain, "A blockchain footprint for 

authentication of IoT-enabled smart devices in smart cities: state-of-the-art 

advancements, challenges and future research directions," IEEE Access, vol. 

10, pp. 76805-76823, 2022. 



Advances in Computer Sciences  Vol. 7 (2024) 

30 

 

[8] W. Serrano, "The blockchain random neural network for cybersecure IoT 

and 5G infrastructure in smart cities," Journal of Network and Computer 

Applications, vol. 175, p. 102909, 2021. 

[9] J. V. Botello, A. P. Mesa, F. A. Rodríguez, D. Díaz-López, P. Nespoli, and 

F. G. Mármol, "BlockSIEM: Protecting smart city services through a 

blockchain-based and distributed SIEM," Sensors, vol. 20, no. 16, p. 4636, 

2020. 

[10] S. Singh, P. K. Sharma, B. Yoon, M. Shojafar, G. H. Cho, and I.-H. Ra, 

"Convergence of blockchain and artificial intelligence in IoT network for the 

sustainable smart city," Sustainable cities and society, vol. 63, p. 102364, 

2020. 

[11] W. Meng, W. Li, L. T. Yang, and P. Li, "Enhancing challenge-based 

collaborative intrusion detection networks against insider attacks using 

blockchain," International Journal of Information Security, vol. 19, no. 3, pp. 

279-290, 2020. 

[12] O. Alkadi, N. Moustafa, and B. Turnbull, "A review of intrusion detection 

and blockchain applications in the cloud: approaches, challenges and 

solutions," IEEE Access, vol. 8, pp. 104893-104917, 2020. 

[13] T. Liu, F. Sabrina, J. Jang-Jaccard, W. Xu, and Y. Wei, "Artificial 

intelligence-enabled DDoS detection for blockchain-based smart transport 

systems," Sensors, vol. 22, no. 1, p. 32, 2021. 

[14] I. Makhdoom, I. Zhou, M. Abolhasan, J. Lipman, and W. Ni, 

"PrivySharing: A blockchain-based framework for privacy-preserving and 

secure data sharing in smart cities," Computers & Security, vol. 88, p. 101653, 

2020. 

[15] A. C. M. Nafrees, A. M. A. Sujah, and C. Mansoor, "Smart Cities: 

Emerging technologies and Potential solutions to the Cyber security threads," 

in 2021 5th International Conference on Electrical, Electronics, Communication, 

Computer Technologies and Optimization Techniques (ICEECCOT), 2021: IEEE, 

pp. 220-228. 

 


